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IIpodunakTuka kuoéepnpecrymiennii. [IpaBuia '"koMnboTepHOMI
TUTHEHbI''.

B coBpemeHHOM MUpe MPOTUBOICHCTBIE KMOEPIPECTYITHOCTH SIBJISETCS OJHOM U3 Hanbosiee
AKTYaJIbHBIX U CJIOXKHBIX KPUMUHOJOTUYECKUX MpoOieM. BrICOKast TaTeHTHOCTh, POCT YHCIIa
KHOepIpecTyITHUKOB, COBEPIIEHCTBOBAHNE MH(OPMALIMOHHBIX TEXHOJIOTUH, CO3al0I1e HOBbIE
BO3MOKHOCTH COBEPIICHUS STUX NPECTYIUIEHUIA, HEOOXOIMMOCTh UHBIX TTO/IXO/IOB MTPOTUBOICHCTBHS
MIPECTYIIEHUSIM, COBEPILIAeMbIM B BUPTYaJIbHOM MIPOCTPAHCTBE, CO3/IAI0T YTPO3bI 1Sl [NI0OAIBHBIX
MH(POPMAIIMOHHBIX CeTell 1 OOIIECTBA B IIETIOM.

KubepripecTyruieHuss — 3TO MPeCTyIUICHNs], COBEepIIIaeMble C UCTIOIb30BAHUEM COBPEMEHHBIX
MH(pOPMaIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH, TO €CTh C UCIIOJIb30BAHUEM KOMIIbIOTEPHOMN
TeXHUKU u/wm HTepHeTa B ”HPOPMAITMOHHOM (BUPTYaJIbHOM) ITPOCTPAHCTBE, B KOTOPOM
HAXOJISTCS CBEICHUS O JIMIIAX, IIpeaMeTax, (pakTax, COObITUSX, SIBJICHUSX, HAXOSIIUECS B IBUKEHUN
T0 JIOKQJILHBIM 1 TJI00QJTbHBIM KOMITBIOTEPHBIM CETSIM, JTMOO CBE/ICHUS, X PAHAIINECS B TTAMATH
J1000r0 (PU3MUECKOTO WA BUPTYAJTbHOTO YCTPOMCTBA, WM IPYTOr0 HOCUTEIIS, TPeJHa3HAUEHHOTO
TS KX XpaHeHHs1, 00pabOTKU U Tiepeaayn.

[Mpectynnenus B JaHHOM cepe B HACTOsIIIEE BPeMsI IOCTUTIIN OeCIpelieIGHTHOTO pa3Maxa, YeMy
Ype3BbIYaiHO MOCTIOCOOCTBOBAIM BCEOOIasi IUTUTATN3ALMUS U TIOBCEMECTHOE MOJKITIOUEHHE K
WHTEepHeTY ¢ MOMOIIBI0 HOYTOYKOB, CMapT(OHOB ¥ TUIAHIIIETOB, U 110 MPABY CYATAETCS OHOU U3
caMbIX MPUOBLIbHBIX CTAaTel KPUMHUHAJIBHOTO OM3HECA B LIEIOM.

[Tosaiyid, r;1aBHOM IPUYMHOM POCTa KOMIBIOTEPHOW IIPECTYITHOCTY CTAHOBSATCS €€ KPUMUHOT€HHBIE
(paxTOpHI, BO3HUKILIKE B X0€ coBeplieHcTBOBaHUs ceTh VHTepHeT. C nomolneio cetu «MHTEpHET»
KHOEepIpeCTYyITHUKK MOTYT COBEpPIIATh NPECTYIUIEHHE AHOHUMHO, CKPBIBATh CBOI0 UCTUHHYIO
JuuHOCTh. Ee TpaHCcrpaHMUHBIN XapakTep He OrPaHUYMBAET MPECTYITHUKOB TEPPUTOPUATILHBIM
IIPOCTPAHCTBOM U MO3BOJISIET YXOAUTb OT YTOJOBHOW OTBETCTBEHHOCTH.

Hau6oJee yacTo KudepnpecTynieHns aBiasOTCA (PHHAHCOBO-O0PHUEHTHP OBAHHBIMH U
OCYILECTBJISIIOTCS [TOCPEICTBOM CJIEAYIOIINE TUIIOB aTaK:

- (oUIIMHT - TOJTyYeHUe JOCTyNa K KOH(UASHIUAIBHBIM JaHHBIM NOJIb30BaTe s (JIOTMHAM U
napoJisiM), € MOMOILBI0 BUPYCOB, IIMMOHCKUX MTPOrpaMM, IMPOrpaMM-BeIMOraTesiei u Jpyroi
COLIMAJIbHOW MHKEHEPUM — Yallle BCETO C LIEJIbI0 KPaKM JIMUHBIX JAHHBIX WX (DUHAHCOBBIX CPEJCTB.
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B no1o0HbIX cxeMax M3M00JIEHHBIM CPEICTBOM 3JIOYMBIIIJICHHUKOB SIBJISIETCS SJIEKTPOHHAS IOYTA.
CyTb MeTO/1a 3aKJI0YAETCS B IPUHYKICHUH OJIydaTessi MUCbMa K EPEX0Ly MO CChUIKE OT UMEHHU
JISTUTUMHOM OpraHn3aiuy (0aHKa, HAJIOTOBOM CITyKOBbI, IOMYJIIPHOTO MHTEPHET Mara3uHa u T. 11.). B
MOJOOHBIX CIIyYasix LIeJIbI0, 3a4aCTyI0, SIBJISIETCS OBJIajieHre OAaHKOBCKUMU JIAHHBIMHU.

- KHOEepPBBLIMOTraTeJbCTBO.

Kak npaBuiio, BHayase y 1oJyib30Batesis WM KOMIIAaHUH, [10CJIe 3arpy3KH BPeJOHOCHOTO KOjia
mmdpyorcs ailiibl, a 3aTeM MOCTYNAeT MpeJIokKEeHNEe O BOCCTAHOBJICHUN B OOMEH Ha JIEHEKHOe
BO3HarpaxaeHue (0ObIYHO B BUJE OUTKOMHOB WJIM JIpyroi KpUNTOBAMIOTH). Tak Kak
rOCY/IapCTBEHHbIE JJEHEKHbIE 3HAKM MOKHO OTCJIEUTh, & KPUIITOBATIOTY OTCJIEIUTh CI0XKHO.

- d)HHaHCOBoe MOIIC€HHUY€CTBO.

BosbIIMHCTBO M30LIPEHHBIX CXEM (PMHAHCOBOTO MOILIEHHUYECTBA CBSA3aHO CO B3JIOMOM
KOMITBIOTEPHBIX CUCTEM OINIEPATOPOB POSHUYHON TOPrOBIIM C LIEJIBIO MOTyYeHNsI OAHKOBCKUX JaHHbIX
0 MOKYMaTeJAX (TaKk Ha3blBa€MblE 1IeJIEBbIE aTaKW) WM MTOCJIe1YIOIIMMU MaHUITYIAIUAMU
NoJy4eHHOI nHdpopmanyeil. Hekotopble TUITbI MOIIEHHUYECTBA, CBA3aHHOTO ¢ (PMHAHCAMU,
Ype3BBIYANHO CJI0KHO OOHAPYKHUTb.

PaCHPOCTpaHeHBI Kl/lﬁepﬂpeCTYHJleHI/Iﬂ, CBA3AaHHbIE CO BTOPZKEHUEM B YACTHYIO )KU3Hb.

CymiecTByeT HECKOJIbKO THIOB MOJOOHBIX KMOSPIPECTYIUIEHHH, IIeIbI0 KOTOPBIX SIBJISIETCS Kpaxa
JIMYHOHN KOH(pUAeHIMaIbHON HH(pOopMaluK. XOTs 3a4acTylo 3JI0yMbIIUIEHHUKAMU JBHKET OoJiee
riyOoKasi MOTHBaLMS (HalpuMep, JeHeKHas WK CBA3aHHAs C U3MEHEHUEM MOJTUTHYECKIX
HACTPOEHHUI), OCHOBHOE BHUMaHKE COCPELOTOUYECHO Ha 00XO0/Ie 3aKOHOB M TIOMCKe Opeltieii B
TEXHOJIOTUSX, KOTOPbIE 3alUIIAI0T IEPCOHAIbHbIE KOH(UIEHIIUAIbHbIE CBEIEHMUS.

- Kpaxka nepCcoHaJbHbIX IaHHbIX.
Kpaxa muuHoi nHpopMaIyy 0OIYHO MPOUCXOUT C TEJIBI0 TTOCTeYIOMIEeH MOIMEHBI TUIHOCTH
YeJIOBeKa WU TPYMIIbL Tofied. XOTs1 HEKOTOPbIe 37I0YMBIIUIEHHUKY KPaayT MacnopTa Win Apyrue
yIOCTOBEPEHU ST JIMUHOCTH JJ1s1 (PU3UYECKON MTOJIMEHBI IMYHOCTH, B OCHOBHOM Kpaka MePCOHATbHBIX

HaHHBIX MPOUCXOIUT UCKITIIOYHUTEIIbHO B UHTCPHETE.

Hanpumep, HEKTo, *keJalomuil MoTyYuTh OAaHKOBCKUI 3a€M, MOKET YKPACTh IEPCOHATLHYIO
MH(pOpMaIIMIO YeIoBeKa C XOpoIllel KPeAUTHON UCTOPUEH.

= IIIMAOHAaXK.
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Lenbio mmuoHaxa, HaurHasi OT B3JIOMOB MHIMBUAYATbHBIX KOMITBIOTEPOB UM YCTPOUCTB U
3aKaHYMBas HeJIeraJJLHOM MacCOBOM CJIEKKOM, SABJISIETCS TallHOE OTCJIC;KMBaHME HaIllel YaCTHOM
KU3HU. 371eCh MOXET ObITh KaK (pU3MUecKuii IMUOHaX (Harpumep, mpu nomornu seo- i CCTV-
KaMep 1151 HaOJMI0JeH s 32 OT/Ie/IbHBIMU TIEPCOHAMU MJTH TPYIIITON JTIOJIei), TaK U MaCCOBBIM
MOHHUTOPHUHT PA3JIMIHOTO PoJa KOMMYHUKAIUI (UTEHHE TTOUYTHI, TEKCTOBBIX COOOIICHUI
MECCEHIKEPOB, CMC U TakK Aajiee).

Tax:xe OiHOW U3 pacrpoCTPaHEHHBIX (POPM KMOEpIPECTYIUIEHUH SBJISETCS HApylIeHne
aBTOPCKHUX NpaB. B nepByio ouepesp B 3Ty KaTErOpuIo NOMaJaeT BHIKIaAKa B OOMIMI JOCTYII
My3bIKH, poTorpacuii, GUIbLMOB, KHUT U T.J1. O€3 corjacus aBTOPOB.

C ucronbp30BaHNEM COBPEMEHHBIX MH(OPMALIMOHHO-KOMMYHUKAMIOHHBIX TEXHOJIOTHIA COBEPIIAIOTCS
MIPECTYIUIEHUS] 9KCTPEMUCTCKON U TEPPOPUCTUYECKON HAIIPABJIEHHOCTH, IPECTYIUIEHNS IPOTUB
TIOJIOBOI HETTPUKOCHOBEHHOCTH HECOBEPILEHHOIETHUX, KnOepOyumHr. 1 910 1aneko He Bech
niepeveHb MPECTYIJICHUH, KOTOPble MOKHO OTHECTH K KaTerOpUU KUOEPIPEeCTYITHOCTH.

KubeprnpecTynmHUKM UCTIONB3YIOT LIEJbIA apCeHaNl Y3KOCTIeUAIbHBIX 3HAHUI M HABBIKOB B IIEJISIX
MOJTyYeHHs] HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K OAHKOBCKMM CUETaM, COBEPIIIEHHS KPax JTMYHOCTH,
BBIMOTraTeJIbCTBA (PMHAHCOBBIX CPEJCTB, MOLLIEHHUYECTBA, PECIIEIOBAaHNS U 3aIlyTUBaHUS WU
WCIIOJIb30BaHU S 3aPAKEHHOIO KOMITBIOTEPA B PA3BETBIIEHHOW CETH C LIEJIbIO COBEPIIICHUS aTak Ha
KPYITHbIE OPraHU3al1H.

[TpoTtuBOAEiiCTBIE C KNOSPIPECTYIUIEHUSIMHI BXOAUT B 00S3aHHOCTH NIPABOOX PAHUTEIbHBIX OPraHOB.
PsnoBsle M0Ib30BaTENM TaKKe MOTYT CYIECTBEHHO ITOCIOCOOCTBOBATh MPECEUEHUIO POCTA
KHUOEPITPECTYMTHOCTH, 3a0IOKMPOBAaB OCHOBHOIM METO]] pacIpOCTpaHEeHUsI KHOePIPECTYILICHHIA:
BPEIOHOCHOE ITPOrpaMMHOE 0OeCIIeUeHHeE.

W36aBUBIIMCH OT BUPYCOB, IIMTUOHCKOTO MPOrPAMMHOTO 0OECTIeYeHu s ¥ TPOTr paMM-BbIMOTaTes e ¢
MIOMOILIBIO COBPEMEHHOTO U 3(P(PEKTUBHOTO aHTUBUPYCca Bbl HE TOJIBKO 3alIUTUTE CBOM KOMIIBIOTED
OT BpPEIOHOCHOM MPOrPaMMBl, HO IPECEUYETE MOIBITKY 3JI0YMbIIUIEHHUKOB I10J1y4aTh BHITOAY, B TOM
yncie Banm (puHaHCOBBIE CpeACTBa, IPOTUBO3AKOHHO, UTO SBJISETCA UX OCHOBHOM MOTHUBALIAEN.

CoBeTsl 110 NMpeSyNpPexASHUI0 KUOEPIPECTYIJICHUI:

- UCTIOJIB3YITE JTMUEH3MOHHOE IPOrpaMMHOe oOecTiedeHre AJ1s1 3aIlUThl OT 3apakeHUs1 KOMITbIoTepa
WJIM MOOMJIBHOTO YCTPOMCTBA MIPY YCTAHOBKE PA3IMUHBIX PO PAMM;

- YCTAaHOBUTE AHTUBUPYCHYIO IPOIpaMMy HE TOJIbKO Ha IEPCOHAJIbHBIN KOMITBIOTEpP, HO U Ha
cMapTQOH, IUIAHIIET U APYTYIO TEXHUKY;

- He 3arpysaiTe (pailsibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;
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- HC IEPEXOAUTE IO CChUIKAM, COACPKAIMMMCA B ClIaM€ U APYTUX MOAO3PHUTEIIbHBIX JICKTPOHHBIX
n1ucbMax OTHpaBI/ITCHCfl, KOTOPBIX Bbl HE 3HACTE;

- HC COO6H.I&IZTC HUKOMY CBOM NIAPOJIA U JINYHBIC NAHHBIC,

- BO3JEPKUTECHh OT MOKYIMOK Ha MaJIOM3BECTHBIX U MOJO3PUTEILHBIX UHTEPHET-CAlTaX U Yy JIMII,
OCYIIECTBJISAIONIUX MPOIaXy TOBAPOB WU YCIYT B COLMANBHBIX CETSIX, OCOOCHHO MPH
HEOOXOIMMOCTH BHECEHHM S TTOJTHOM MPeJOTUIAThI 32 TOBAp WIIH YCIIyTH;

- HCHOHB3YﬁTC CJIOKHBIC ITapOJik, COCTOAIINE U3 KOM6HHaI_[I/Iﬁ I_II/I(pp u 6YKB MNJIM MHBIX CUMBOJIOB;

- BO3JICPKUTECH OT MApOJIel — JaT POXKAECHUsI, UMeH, (DaMUJIHI, TO €CTh TeX, KOTOPBIE JIETKO
BBIYUCIUTD JIUOO TIOJ0OPATh.

OGecrieyeHne 3alIUThl OT KUOEPIIPECTYIUICHUI MOXKET 3aHSTh JIOBOJILHO MIPOJOJKUTEILHOE BPeMsI 1
HEKOTOPBIX YCHJIMH 110 U3YUYCHHIO PA3JIMYHbIX IIPABUII IOBEICHHS B KHOSPIIPOCTPAHCTBE, HO BCer/ia
toro crout. CoOmoaeHre Takux npaBul 6e30macHoi padoTsl B IHTEpHETe, Kak BO3/IEpKaHue OT
3arpy30K U3 HEM3BECTHBIX MICTOUYHUKOB M TIOCEICHHSI CAUTOB C HU3KOW peryTalueil — 3TO 3/1paBblii
CMBICJI B paMKax IMpeJoTBpalleHus1 KuoeprpecTyiieHuid. BaruMarenbHoe U 6epekHoe OTHOIIEHHE K
CBOHMM YYETHBIM U MIEPCOHAIbHBIM JAHHBIM MOXXET IOCIOCOOCTBOBATH 3AIUTE OT
37I0yMBIIUIEHHUKOB. OHaKo HanOosee 3(pPEeKTUBHBIM METOIOM 3aIIUTH O-TTPEKHEMY OCTACTCSI
UCIIOJIb30BAHKE COBPEMEHHOI'O M KAYeCTBEHHOTO AHTUBUPYCHOTO PEIIICHUSI.

Aodpec cmpanuypi: https://ryazan.sledcom.ru/folder/877136/item/1574655
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