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CJieicTBEeHHOE yIIPaBJeHHE HATIOMUHAET O MPaBHJIAX
"KOMIILIOTePHOM I'MTHEHbI"’

B coBpemeHHOM MUpe NMPOTHBOAEHCTBUE KMOSPIPECTYITHOCTH SIBJISETCS OJHOUN U3 Hanbosiee
AKTYaJIbHBIX U CJIOKHBIX KPUMHHOJIOTMYECKHUX MTPoOsieM. BbICOKast TaTeHTHOCTB, POCT YKcia
KHOEepIpeCcTyITHUKOB, COBEPIIEHCTBOBAHNE MH(OPMAIIMOHHBIX TEXHOJIOTUH, CO3AI0II1e HOBbIE
BO3MOKHOCTH COBEPILIEHHUS ITUX MPECTYIUICHNH, HEOOXOANMOCTb MHBIX MOAXO0/I0B IPOTHBOECHUCTBUS
MIPECTYIIEHUSIM, COBEPILIAEMbIM B BUPTYaJIbHOM MIPOCTPAHCTBE, CO3/IAI0T YTPO3bI ISl II00AIbHBIX
MH(POPMAIMOHHBIX CETel 1 OOIIECTBA B LIEJIOM.

KubepnipectyruieHus: — 3TO NMPeCTyIUICHUs, COBEpIIIaeMble C UCTIOIb30BAHUEM COBPEMEHHBIX
MH(pOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH, TO €CTh C UCIIOJIb30BAHUEM KOMIbIOTEPHOI
TeXHUKU W/wiu VHTepHeTa B MH(OPMAIIMOHHOM (BUPTYaJIbHOM) MPOCTPAHCTBE, B KOTOPOM
HAXOJSTCS CBE/ICHUS O JIMIIAX, IpeaMeTax, (pakTax, COOBITUSX, SIBJICHUSX, HAXO/SIIUECS B IBUKEHUN
10 JIOKQJIbHBIM U TJI00QJTbHBIM KOMITHIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHSIIUeCs B TAMSTH
06010 (PU3MUECKOro WM BUPTYAIBHOTO YCTPOWCTBA, UM APYTOro HOCUTEIS, PeIHA3HAYEHHOTO
IJISL MIX XpaHeHusl, 00pabOTKU U MepeIavH.
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[Tpectynnenus B JaHHOU cepe B HACTOsIILEE BPeMsl IOCTUTIIN OecIpelieIEHTHOrO pa3Maxa, YeMy
Ype3BBIUAIHO MTOCIIOCOOCTBOBAIN BCEOOIIasi AUTUTATN3AIMS U TOBCEMECTHOE MOAKIII0YEHHE K
WHTepHeTy ¢ moMoIbio HOyTOyKOB, CMapT(OHOB U TUIAHILIETOB, U 10 MPaBY CYATAETCS OJHOU U3
CaMBIX MPUOBLIBHBIX CTATel KPUMHUHAJIBHOTO OM3HECa B LIEJIOM.

[Tosxaiyid, r;1aBHOM IPUYMHOM POCTa KOMIBIOTEPHOW IIPECTYITHOCTU CTAHOBATCS €€ KPUMUHOTI€HHBIE
(paxTOpHI, BO3HUKILIKE B X0€ coBepuieHcTBOBaHUA ceTh VIHTepHeTr. C nomolneio cetu «MHTEpHET»
KHOEepIpecTyITHUKM MOTYT COBEpPIIATh NPECTYIUIEHHE AHOHUMHO, CKPBIBATh CBOI0 UCTUHHYIO
Jn4HOCTh. Ee TpaHCcrpaHMUHBIA XapakTep He OrPaHUYMBAET MPECTYITHUKOB TEPPUTOPUATIbHBIM
IIPOCTPAHCTBOM U IO3BOJIAAET YXOAUTh OT YTOJOBHOU OTBETCTBEHHOCTH.

Hau6oJee yacTo KudepnpecTynieHus BiasiOTCa (PUHAHCOBO-0PHUEHTHP OBAHHBIMH U
OCYILECTBJISIIOTCS [TOCPEICTBOM CJIEAYIOIINE TUIIOB aTaK:

- (oHIIMHT - OJTyYeHUe JOCTyNa K KOH(PUACHIMAIBHBIM JaHHBIM N0JIb30BaTe s (JIOTMHAM 1
[IapoJIsiM), C IIOMOUIBI0 BUPYCOB, IIMIMOHCKUX IIPOrPaMM, ITPOrpaMM-BbIMOTaTesIel ¥ Apyrou
COLIMAJIbHOW MHKEHEPUH — Yallle BCETO C LIEJIbI0 KPaKM JIMUHBIX JAHHBIX WX (DUHAHCOBBIX CPEJCTB.

B no1o0HbIX cxeMax M3M00IEHHBIM CPEICTBOM 3JI0YMBIIIJICHHUKOB SIBJISIETCS SJIEKTPOHHAS 1TOYTA.
CyTb MeTO/1a 3aKJI0YAETCs B TPUHYKICHUH MOJIydaTessi TUCbMa K EPEX0Ly MO CChUIKE OT UMEHHU
JISTUTUMHOM OpraHn3anuu (OaHKa, HAJIOTOBOM CITyKOBbI, IOMYJIIPHOTO MHTEPHET Mara3uHa u T. 11.). B
MOJOOHBIX CIyYasix LIeJIbI0, 3a4aCTyI0, SIBJISIETCS OBJIajieHe OAaHKOBCKUMU JIAHHBIMHU.

- KHOEepPBBLIMOraTeJbCTBO.

Kak mpaBuiio, BHayase y MoJyib30Batelist WM KOMIIAaHUH, [10CJIe 3arpy3KM BPeJOHOCHOTO KOjia
mmdpyorcs ailiibl, a 3aTeM MOCTYNAeT MpeUIokKEeHNEe O BOCCTAHOBJICHUN B OOMEH Ha JIEHEKHOE
BO3HarpaxaeHue (0ObIYHO B BUJE OUTKOMHOB WJIM JIPYrod KpUITOBAMIOTH). Tak Kak
rOCY/IapCTBEHHbIE JJEHEKHbIE 3HAKM MOKHO OTCJIEUTh, & KPUIITOBATIOTY OTCJIEIUTh CI0XKHO.

- d)HHaHCOBoe MOIICHHUY€CTBO.

BosbIIMHCTBO M30LIPEHHBIX CXEM (PMHAHCOBOTO MOILIEHHUYECTBA CBS3aHO CO B3JIOMOM
KOMITBIOTEPHBIX CUCTEM OINIEPaTOPOB POSHUYHON TOPrOBIIM C LIEJIBIO MOTyYeHNs OAHKOBCKUX JaHHbIX
0 MOKYMaTeJAX (TaKk Ha3blBa€MblE 1I€JIEBbIE aTaKW) WJIH MTOCJIE1YIOIIMMU MaHUITYIAIUAMU
NoJTy4eHHOI nHpopmanyeil. Hekotopsle TUITbI MOIIEHHUYECTBA, CBA3aHHOTO ¢ (PMHAHCAMU,
Ype3BBIYAHO CJI0KHO OOHAPYKHUTb.

PaCHPOCTpaHeHBI KnﬁepnpeCTynneHm{, CBA3AaHHbIE CO BTOPZKEHUEM B YACTHYIO )KU3Hb.

CymiecTByeT HECKOJIbKO THIOB MOJOOHBIX KMOePIPECTYIUIEHHH, IIeJIbI0 KOTOPBIX SIBJISIETCS Kpaxa
JIMYHOHN KOH(pUAeHIMaIbHON MH(popMalu. XOTs 3a4acTylo 3JI0yMbIIUIEHHUKAMU JBHKET OoJiee
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FJIy6OKa}I MOTHUBaLUA (HaanMep, JCHEXKXHas NN CBA3aHHAA C U3MCHCHUEM TTOJIMTUYECKHX
HaCTpOCHI/Iﬁ), OCHOBHO€ BHUMAHHE COCPENOTOYCHO Ha O6XO,HC 3aKOHOB M IIOUCKE 6pemeﬁ B
TEXHOJIOTUAX, KOTOPLIC 3allIUINAIOT IIEPCOHAILHBIC KOHCI)I/IILGHLII/IEUII)HBIe CBCCHHUA.

= Kpa’ka nmepCoHaJbHbIX JJaHHbIX.

Kpaxa muuHoi nHpopMaryy 0OIYHO MPOUCXOUT C TEJIBI0 TTOCTeYIOMIEH MOIMEHBI TMIHOCTH
YeJIOBeKa WU TPYMIIbl Tofied. XOTs HEKOTOPbIE 37I0YMBIIUIEHHUKY KPaayT NacnopTa Win Apyrue
yIOCTOBEPEHU ST JIMUHOCTH JJ1s1 (PU3UYECKON MTOJIMEHBI IMYHOCTH, B OCHOBHOM Kpaka MePCOHATbHBIX
JAHHBIX TPOUCXOJUT UCKTIOYUTEIBHO B UHTEPHETE.

Hanpumep, HEKTO, keJaloluil MoTyYuTh OAaHKOBCKUI 3a€M, MOKET YKPACTh IEPCOHATBHYIO
MH(pOpMaIIMIO YeIoBeKa C XOpoIllel KPeAUTHON UCTOPUEH.

= IIIMAOHAaXK.

Lenbio mmuoHaxa, HaulHasi OT B3JIOMOB MHIUBUAYATbHBIX KOMITBIOTEPOB UM YCTPOUCTB U
3aKaHYMBas HeJIeraJJbHOM MacCOBOM CJIEKKOM, SABJIIETCS TallHOE OTCJIC;KMBaHME HaIlled YaCTHOM
KU3HU. 3]1eCh MOXET ObITh KaK (pU3MUecKuii IMUOHaX (Harpumep, mpu nomoinu seo- i CCTV-
KaMep 1151 HaOJTI0JeH s 32 OT/Ie/IbHBIMU TIEPCOHAMU MJTH TPYIIITOH JTIOJIe), TAK U MAaCCOBBIH
MOHHUTOPHUHT PA3JIMIHOTO PoJa KOMMYHUKAIUIA (UTEHHE TTOUYTHI, TEKCTOBBIX COOOIICHUI
MECCEHIKEPOB, CMC U TakK Aajiee).

Tax:xe OfiHOW U3 pacrpoCTPaHEHHBIX (POPM KMOEpIPECTYIUIEHUH SBJISETCS HApylIeHne
aBTOPCKHUX NpaB. B nepByio ouepesp B 3Ty KaTEropuio NONagaeT BHIKIaAKa B OOMIMI JOCTYII
My3bIKH, poTorpacuii, GUIbMOB, KHUT U T.J. O€3 corjacus aBTOPOB.

C ucronbp30BaHNEM COBPEMEHHBIX MH(OPMALIMOHHO-KOMMYHUKAMOHHBIX TEXHOJIOTHIA COBEPIIAIOTCS
MIPECTYIUIEHUS] 9KCTPEMUCTCKON U TEPPOPUCTUYECKON HAIIPABIEHHOCTH, IPECTYIUIEHNS IPOTUB
TMOJIOBOI HETTPUKOCHOBEHHOCTH HECOBEPILEHHOIETHUX, KnOepOyumHr. 1 9T0 naneko He Bech
niepeveHb MPECTYIJICHUH, KOTOPble MOKHO OTHECTU K KaTerOpUU KUOEPIPEeCTYITHOCTH.

KubeprnpecTymHUKH UCTIONB3YIOT LIEJbIA apCeHaNl Y3KOCTIeUAIbHBIX 3HAHUI M HABBIKOB B IIEJISIX
MOJTyYeHHs] HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K OAHKOBCKMM CYETaM, COBEPIIIEHHS KPpax JTMYHOCTH,
BBIMOTraTeJIbCTBA (PUHAHCOBBIX CPEJCTB, MOIIEHHUYECTBA, PECIIEIOBAaHNS U 3aIlyTUBaHUS WU
WCIIOJIb30BaHU S 3aPAKEHHOIO KOMITBIOTEPA B PA3BETBIIEHHOW CETH C LIEJIbIO COBEPIIICHUS aTaKk Ha
KPYITHbIE OPraHU3al1H.

[TpoTtuBOaEiiCTBIE C KMOSPIPECTYIUIEHUSIMHI BXOAUT B 00S3aHHOCTH NIPABOOX PAHUTEILHBIX OPraHOB.

PsnoBele M0Ib30BaTENM TaKKe MOTYT CYIECTBEHHO ITOCIOCOOCTBOBATH MPECEUEHUIO POCTA
KHOEPITPECTYMTHOCTH, 3a0IOKMPOBAaB OCHOBHOIM METO]] pacIpOCTpaHeHUsI KHOePIPECTYIICHUIA:
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BPE€AOHOCHOEC IMPOrpaMMHOE oOecIieueHue.

W36aBUBIIMCH OT BUPYCOB, IIMTUOHCKOTO MPOrPAMMHOTO 0OECTIeYeHu s ¥ TPOTr paMM-BbIMOTaTes e ¢
MOMOIIBI0 COBPEMEHHOT'0 U 3(h(PeKTUBHOIO aHTUBUpPYCA BBl HE TOJILKO 3alUTUTE CBO KOMIIBIOTED
OT BpPEIOHOCHOM MPOrpPaMMBl, HO IPECEUYETE MOIBITKY 3JI0YMbIIUIEHHUKOB I10J1y4aTh BHITOAY, B TOM
yucne Baim ¢puHaHcoBble Cpe/icTBa, MPOTUBO3aKOHHO, YTO SIBJISIETCS] UX OCHOBHOW MOTHBALIMEH.

CoBeTsl 110 NpeSyNpexASHII0 KUOEPIPECTYIJICHUI:

- UCTIOJIB3YITE JIMUEH3MOHHOE IPOrpaMMHOe oOecTiedeHre AJ1s1 3allUThl OT 3apakeHUs1 KOMITbIoTepa
WJIM MOOMJIBHOTO YCTPOMCTBA MIPY YCTAHOBKE PA3IMUHBIX PO PAMM;

- YCTAaHOBUTE AHTUBUPYCHYIO IPOIpaMMy HE TOJIbKO Ha IEPCOHAJIbHBIN KOMITBIOTEpP, HO U Ha
cMapTQOH, IUIAHIIET U JAPYTYIO TEXHUKY;

- He 3arpysaiTe (paiisibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;

- HE TIEpEXOAUTE IO CCbUIKAM, COACPKANIMNMCA B ClIaM€ U APYTIUX MOAO3PUTEIJIbHBIX IJICKTPOHHBIX
IUucbMax OTHpaBHTeHGﬁ, KOTOPBIX Bbl HEC 3HACTE;

- He coOoOIIaiTe HUKOMY CBOU MIAPOJIU ¥ JIMUHBIE TaHHBIE;

- BO3JEPKUTECH OT MOKYIOK Ha MaJIOM3BECTHBIX U MOJO3PUTENIbHBIX UHTEPHET-CAlTaX U Yy JIMIL,
OCYHIECTBJISIOLIMX MPOAAXY TOBAPOB WM YCIYT B COLUMATIBHBIX CETSAX, OCOOEHHO MpU
HEOOXOAMMOCTH BHECEHHMSI TTOJTHOM MPEJOIUIaThl 32 TOBAP WIH YCIIyTH;

- UCTIOJIb3YWTE CJIOKHBIE TTAPOJIU, COCTOSIINE U3 KOMOMHAIMI 1 p M OYKB MIIM MHBIX CUMBOJIOB;

- BO3/IEPXKUTECH OT MapoJjien — 1aT POXkKJIEHUsI, UMEeH, (DaMIINi, TO €CTh TEX, KOTOPbIE JIETKO
BBIYHCIIUTD JIUOO MO00PATb.

OGecnieyeHue 3aUThl OT KUOEPITPECTYIUICHUI MOXKET 3aHSTh JI0BOJILHO MPOJOJDKUTEILHOE BPeMsI 1
HEKOTOPBIX YCUJIUH 110 U3YUEHHIO Pa3/IMUHBIX MPaBII MOBEICHUs B KUOEPIPOCTPAHCTBE, HO BCETraa
toro crout. CoOmosieHre TakKuX MpaBuil Oe30nacHoi paboTsl B VIHTEpHETe, Kak BO3Jep:KaHUe OT
3arpy30K U3 HEU3BECTHBIX UICTOYHMKOB U MOCELIEHUS CAUTOB C HU3KOW peryTaluueil — 3TO 3paBblid
CMBICJI B paMKax MpeJOTBpalleHus] KuoeprpecTyrieHnid. BanMarensHoe 1 GepekHoe OTHOIIEHHE K
CBOMM YYETHBIM M MEPCOHAJIBHBIM JIAHHBIM MOKET MOCHOCOOCTBOBATh 3aIIUTE OT
3JI0YMBIIUIEHHUKOB. OiHaKo HanboJee 3(pheKTHBHBIM METOOM 3aIIUTHI MTO-TIPEKHEMY OCTAETCS
UCIMOJIb30BaHUE COBPEMEHHOI'O M KAU€CTBEHHOTO aHTUBUPYCHOTO PELIECHUS.
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18 Mapma 2023

Aodpec cmpanuypl: https://ryazan.sledcom.ru/news/item/1774659
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