Odunmanpueiit caiit

CieacTBEHHOE YIIpaB/IeHUE
Cnencrsennoro komurera Poccuiickon @eepanyu
no Ps3anckoit obnactu

IIpodniakTnka KuoepnpecTynieHuil

B coBpemMeHHOM MUpe MPOTUBOJEHCTBIE KNOEPITPECTYHOCTH SBJISETCS OHOM M3 HanboJee
AKTYaJIbHBIX U CJIOXKHBIX KPUMUHOJIOTMYECKUX MpoOsieM. BrIcOKast TaTeHTHOCTh, POCT YMCa
KHOEPITPECTYTHUKOB, COBEPIIEHCTBOBAHIE MH(OPMALIMOHHBIX TEXHOJIOTHUI, CO3/AIOIINE HOBBIE
BO3MOKHOCTH COBEPIIECHUS ITUX NPECTYIUIEHUIA, HEOOXOIMMOCTh UHBIX MO/IX0/I0B TPOTUBOJEHCTBUS
MPECTYIUVIEHUSIM, COBEPIIAEMBIM B BUPTYaJIbHOM MTPOCTPAHCTBE, CO3JAI0T YTPO3bI AJIS TII00ATBHBIX
MH(pOPMALIMOHHBIX ceTel 1 OOIIECTBA B LIEJIOM.

KubepnpectyruieHus: — 3TO NMPeCTyIUIeHUs], COBEPIIIAEMbIE C UCTOJIb30BAHUEM COBPEMEHHbIX
MH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA, TO €CTh C UCIHOJIb30BAHUEM KOMITBIOTEPHOI
TeXHUKU W/wim MHTepHeTa B MH(OPMAIIMOHHOM (BUPTYaJIbHOM) MPOCTPAHCTBE, B KOTOPOM
HAXOIATCS CBEJIEHHS O JIMIIAX, MpeaMeTax, (hakTax, COOBITUSX, SBJICHUSX, HAXOASAIINECS B ABHKECHUH
10 JIOKQJIbHBIM U IJI00QJIbHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHHS, XpaHSIIUeCs B TAMSTH
J060T0 (PU3MUYECKOTO UM BUPTYAILHOTO YCTPOWCTBA, MJIM APYTOTO HOCHUTEIS, IPeAHA3HAUYEHHOTO
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IS UX XpaHeHus1, 00pabOTKU U Tiepeaayu.

[Tpectynnenus B JaHHOU cdepe B HACTOsIILEE BPeMsl IOCTUTIIN OecIpelieIEHTHOTrO pa3Maxa, YeMy
Ype3BBIUAIHO MTOCIIOCOOCTBOBAIM BCEOOIIasi AUTUTATN3AIMS U TOBCEMECTHOE MOAKJII0YEHHE K
WHTepHeTy ¢ moMoIbio HOyTOYKOB, CMapT(OHOB M TUIAHILIETOB, U 110 MPaBY CYATAETCS OJHOU U3
CaMBIX MPUOBLIBHBIX CTATel KPUMHUHAJIBHOTO OM3HECa B LIEJIOM.

[Tosxaiyid, r;1aBHOM IPUYMHOM POCTa KOMIBIOTEPHOW IIPECTYITHOCTU CTAHOBATCS €€ KPUMUHOTI€HHBIE
(paxTOpHI, BO3HUKILIKE B X0€ coBepuieHcTBOBaHUA ceTh VIHTepHeTr. C nomolneio cetu «MHTEpHET»
KHOEepIpecTyITHUKM MOTYT COBEpPIIATh NPECTYIUIEHHE AHOHUMHO, CKPBIBATh CBOI0 UCTUHHYIO
Jn4HOCTh. Ee TpaHcrpaHMUHBIA XapaKkTep He OrPaHUYMBAET MPECTYITHUKOB TEPPUTOPUATIbHBIM
ITPOCTPAHCTBOM U IO3BOJIAAET YXOAUTb OT YTOJOBHOU OTBETCTBEHHOCTH.

Hau6oJee yacTo KudepnpecTynjieHus BiasiOTCs (PUHAHCOBO-O0PHUEHTHP OBAHHBIMH U
OCYILECTBJISIIOTCS [TOCPEICTBOM CJIEAYIOIINE TUIIOB aTaK:

- (oHIIMHT - OJTyYeHUe JOCTyNa K KOH(UACHIMAIBHBIM JaHHBIM N0JIb30BaTes (JIOTMHAM 1
[IapoJIsiM), C IIOMOLIBI0 BUPYCOB, IIMMMOHCKUX IIPOrPaMM, ITPOrpaMM-BbIMOTaTesIel ¥ Apyrou
COLIMAJIbHOW MHKEHEPUM — Yallle BCErO C LIEJIbI0 KPakKU JIMUHBIX JAHHBIX WA (DUHAHCOBBIX CPEJCTB.

B no1o0HbIX cxeMax M3M00IEHHBIM CPEICTBOM 3JI0YMBIIIJICHHUKOB SIBJISIETCS SJIEKTPOHHAS 1TOYTA.
CyTb MeTO/1a 3aKJI0YAETCs B TPUHYKICHUH MOJIydaTessi TUCbMa K EPEX0Ly MO CChUIKE OT UMEHHU
JISTUTUMHOM OpraHn3anuu (OaHKa, HAJIOTOBOM CITyKOBbI, IOMYJIIPHOTO MHTEPHET Mara3uHa u T. 11.). B
MOJOOHBIX CIyYasix LIeJIbI0, 3a4aCTyI0, SIBJISIETCS OBJIajieHe OAaHKOBCKUMU JIAHHBIMHU.

- KHOEepPBBLIMOTraTeJbCTBO.

Kak mpaBuiio, BHayase y MoJyib30Batelist WM KOMIIAaHUH, 110CJIe 3arpy3KM BPeJOHOCHOTO KOja
mmdpyorcs ailibl, a 3aTeM MOCTYNAeT MpeUIokKeHNEe O BOCCTAHOBJICHUN B OOMEH Ha JIEHEKHOe
BO3HarpaxaeHue (0ObIYHO B BUJE OUTKOMHOB WJIM JIPYroi KpUITOBAMIOTH). Tak Kak
rOCY/IapCTBEHHbIE JJEHEKHbIE 3HAKM MOKHO OTCJIEUTh, & KPUIITOBAIIOTY OTCJIEIUTh CI0XKHO.

- d)HHaHCOBoe MOIICHHUY€CTBO.

BosbIIMHCTBO M30LIPEHHBIX CXEM (PMHAHCOBOTO MOILIEHHUYECTBA CBSA3aHO CO B3JIOMOM
KOMITBIOTEPHBIX CUCTEM OIIEPaTOPOB POSHUYHON TOPrOBIIM C LIEJIBIO MOyYeHNsI OAHKOBCKUX JaHHbIX
0 MOKYMaTeJAX (TaKk Ha3blBa€Mble 1IeJIEBbIE aTaKW) WJIH MTOCJIe1YIOIIMMI MAaHUITYIAIUAMU
NoJTy4eHHOI nHpopmanyeil. Hekotopbsle TUITbI MOIIEHHUYECTBA, CBSA3aHHOTO ¢ (PMHAHCAMU,
Ype3BBIYAHO CJI0KHO OOHAPYKHUTb.
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PaCHPOCTpaHeHBI Kl/lﬁepﬂpeCTYHJleHI/Iﬂ, CBA3AaHHBbIE CO BTOPZKEHUEM B YaACTHYIO )KU3Hb.

CymiecTByeT HECKOJIbKO THIOB MOJIOOHBIX KMOSPIPECTYIUIEHHH, 1IeIbI0 KOTOPBIX SIBJISIETCS Kpaxa
JIMYHOH KOH(pUAeHIMaIbHON MH(pOopMalK. XOTs 3a4acTylo 3JI0yMbIIUIEHHUKAMU JBHKET OoJiee
riyOoKas MOTHBALUS (HalpuMep, JeHeKHas WK CBA3aHHAs C U3MEHEHUEM MOJUTHUECKIX
HACTPOEHHUI), OCHOBHOE BHUMaHKE COCPELOTOUYECHO Ha 00XO0/1e 3aKOHOB M TIOMCKe Opeltieil B
TEXHOJIOTUSX, KOTOPbIE 3alUILIAIOT IEPCOHAIbHbIE KOH(UIEHIUATIbHBIE CBEICHUS.

= Kpa’ka nmepCoHaJbHbIX JJaHHbIX.

Kpaxa muuHoi nHpopMaryy 0OIYHO MPOUCXOUT C TEJIBI0 TTOCTeYIOMIEeH MOAMEHBI TTIHOCTH
YeJIOBeKa WU TPYMIIbL Tofiel. XOTsl HEKOTOPbIE 37I0YMBIIUIEHHUKY KPaayT NacrnopTa Win Apyrue
yIOCTOBEPEHU ST JIMUHOCTH JJ1s1 (PU3UYECKON MOJIMEHbI IMYHOCTH, B OCHOBHOM Kpaka MePCOHATbHBIX
JAHHBIX TPOUCXOJUT UCKTIOYUTEIBHO B UHTEPHETE.

Hanpumep, HEKTO, *keJalouil MoTyYuTh OAaHKOBCKUI 3a€M, MOKET YKPACTh IEPCOHATILHYIO
MH(pOpMaIIMIO YeIoBeKa C XOpoIlel KPeAUTHON UCTOPUEH.

= IIIMAOHAaXK.

Lenbio mmuoHaxa, HauMHasi OT B3JIOMOB MHIMBUAYAIbHBIX KOMITBIOTEPOB UM YCTPOUCTB U
3aKaHYMBas HeJIeraJJbHOM MacCOBOM CJIEKKOM, SABJIIETCS TallHOE OTCJIC;KMBaHME HaIllel YaCTHOM
KU3HU. 3]1eCh MOXET ObITh KaK (pU3MUecKuii IMUOHaX (Harpumep, mpu nomorinu seo- i CCTV-
KaMep 1151 HaOJII0JeH T 32 OT/Ie/IbHBIMU TIEPCOHAMU MJTH TPYIIITON JTIOJIei), TaK U MaCCOBBIH
MOHHUTOPHUHT PA3JIMIHOTO PoJa KOMMYHUKAIUIA (UTEHHE TTOUYTHI, TEKCTOBBIX COOOIICHUI
MECCEHIKEPOB, CMC U TakK Aajiee).

Tax:xe OfiHOW U3 pacrpoCTPaHEHHBIX (POPM KMOEpIPECTYIUIEHUH SBJISETCS HApylIeHne
aBTOPCKHUX Npas. B nepByio ouepesp B 3Ty KaTEropuio NONagaeT BHIKIaAKa B OOMIMI JOCTYII
My3bIKH, poTorpacuii, GUIbLMOB, KHUT U T.J. O€3 corjacus aBTOpPOB.

C ucronbp30BaHNEM COBPEMEHHBIX MH(OPMALIMOHHO-KOMMYHUKAMIOHHBIX TEXHOJIOTHIA COBEPIIAIOTCS
MIPECTYIUIEHUS] 9KCTPEMUCTCKON U TEPPOPUCTUYECKON HAIIPABIEHHOCTH, IPECTYIUIEHNS IPOTUB
TI0JIOBOI HETTPUKOCHOBEHHOCTH HECOBEPILEHHOIETHUX, KnOepOyumHr. 1 9T0 1aneko He Bech
niepeveHb MPECTYIJICHUH, KOTOPble MOKHO OTHECTU K KaTerOpUy KUOEPIPeCTYITHOCTH.

KubeprnpecTynmHUKH UCTIONB3YIOT LIEJbIA apCeHasl Y3KOCTIeUaIbHBIX 3HAHUI M HABBIKOB B TIEJISIX
MOJTyYeHHs] HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K OAHKOBCKMM CUETaM, COBEPIIIEHHS KPax JTMYHOCTH,
BBIMOTraTeJIbCTBA (PMHAHCOBBIX CPEJCTB, MOIIEHHUYECTBA, IPECIIEIOBAaHNS U 3aIlyTUBaHUS WU
WCIIOJIb30BAHU S 3aPAKEHHOIO KOMITBIOTEPA B Pa3BETBIIEHHOW CETH C LIEJIbIO COBEPIIICHUS aTaK Ha
KPYITHbIE OPraHU3al1H.
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[TpoTtuBOaEiiCTBIE C KMOSPIPECTYIUIEHUSIMHI BXOAUT B 00S3aHHOCTH NIPABOOX PAHUTEILHBIX OPraHOB.

PsnoBble M0IB30BaTENM TaKKe MOTYT CYIECTBEHHO ITOCIOCOOCTBOBATh MPECEUEHUIO POCTA
KHOEPITPECTYMTHOCTH, 3a0IOKMPOBAaB OCHOBHOIM METO]] pacIpOCTpaHEeHUsI KHOEPIPECTYILICHHIA:
BPEIOHOCHOE ITPOrpaMMHOE 0OeCIIeUeHHE.

M36aBUBIIMCH OT BUPYCOB, IIMTUOHCKOTO MPOrPAMMHOTO 0OECTIeYeHHs ¥ TPOTr paMM-BbIMOTraTesIen ¢
MOMOIIBIO COBPEMEHHOT'0 U 3(h(PeKTUBHOIO aHTUBUpPYCA BBl HE TOJILKO 3alIUTHTE CBOM KOMIBIOTED
OT BpPEIOHOCHOM MPOrpPaMMBl, HO IPECEUYETE MOIBITKY 3JI0YMbIIUIEHHUKOB I10JIy4aTh BHITOAY, B TOM
yucne Bam ¢puHaHcoBbIe Cpe/icTBa, MPOTUBO3aKOHHO, YTO SIBJISIETCS] UX OCHOBHOW MOTHBALIMEN.

CoBeTsl 110 NMpeSyNpPexACHUI0 KUOEPIPECTYIJIEHUI:

- UCTIOJIB3YITE JIMUEH3MOHHOE IPOrpaMMHOe oOecTiedeHre AJ1s1 3allUThl OT 3apakeHUs1 KOMITbIoTepa
WJIM MOOMJIBHOTO YCTPOMCTBA MIPY YCTAaHOBKE PA3IMUHBIX PO PAMM;

- YCTAaHOBUTE AHTUBUPYCHYIO IPOIpaMMy HE TOJIbKO Ha NIEPCOHAJIbHBIN KOMIIBIOTEpP, HO U Ha
cMapTQOH, IUIAHIIET U JAPYTYIO TEXHUKY;

- He 3arpy’aiTe (paiisibl U3 HEITPOBEPEHHBIX UCTOUYHUKOB;

- HE TIEPpEXOAUTE IO CCbUIKAM, COACPKANINMCA B ClIaM€ U APYTIUX MOAO3PUTEIIbHBIX IJICKTPOHHBIX
IUucbMax OTHpaBHTeHGﬁ, KOTOPBIX Bbl HEC 3HACTE;

- He cooOIIaiTe HUKOMY CBOU MAPOJIU ¥ JIMUHBIE TaHHBIE;

- BO3JEPKUTECH OT MOKYIOK Ha MaJIOM3BECTHBIX U MOJO3PUTENIbHBIX UHTEPHET-CAlTaX U Yy JIMIL,
OCYHIECTBJISIOLIMX MPOAAXY TOBAPOB WM YCIIYT B COLUMAIBHBIX CETSAX, 0COOEHHO MpU
HEOOXOAMMOCTH BHECEHHMSI TTOJTHOM MPEJOIUIAThl 32 TOBAp WIH YCIyTH;

- UCTIOJIL3YWTE CJIOKHBIE TTAPOJIU, COCTOSIINE U3 KOMOMHAIMI 1 p 1 OYKB MIIM MHBIX CUMBOJIOB;

- BO3/IEPXKUTECH OT MapoJjiel — 1aT POXkJIEHUsI, UMEeH, (DaMIINI, TO €CTh TEX, KOTOPBIE JIETKO
BBIYHCIIUTD JIUOO MO00PATb.

OGecrnieyeHue 3aIUThI OT KUOEPITPECTYIUICHUI MOXKET 3aHSTh JI0BOJILHO MPOJOJDKUTEILHOE BpeMsI 1
HEKOTOPBIX YCUJIUH 110 U3YUEHUIO Pa3JIMUHBIX MPaBIII MOBEIEHUs B KUOEPIPOCTPAHCTBE, HO BCETraa
Toro crout. CoOmosieHre TakKuX MpaBuil Oe30nacHoi paboTsl B VIHTEpHETE, Kak BO3Jep:KaHUe OT
3arpy30K U3 HEU3BECTHBIX UICTOYHMKOB U MOCELIEHUS CAUTOB C HU3KOW peryTaluueil — 3TO 3paBblid
CMBICJI B paMKax MpeJOTBpalleHus] KuoeprpecTymieHnid. BanMarensHoe 1 GepekHoe OTHOIIEHHE K
CBOMM YYETHBIM M MEPCOHAJIbHBIM JJAHHBIM MOKET MTOCHOCOOCTBOBATD 3aIIUTE OT
3JI0YMBIIUIEHHUKOB. OiHaKko HanboJee 3(pheKTHBHBIM METOOM 3aIIUTHI TTO-TIPEKHEMY OCTAETCS
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HCIIOJIb30BAHUE COBPEMEHHOI'O 1 KAYECTBEHHOI'O aHTUBHUPYCHOI'O PECIHICHUA.

28 Mas 2021

Aodpec cmpanuypi: https://ryazan.sledcom.ru/news/item/1574591
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